





senior vice president of government affairs at the Medical Group Management

Association, a trade body for independent physicians.

The Change cyberattack arriving at this point in the year means many have
begun to deplete the resources available, and were relying on claims to come in
to balance the books. “The timing is really, really bad,” he said.

“If you don’t have liquidity reserves or a puffer, it’s not very long before you have
some really serious issues,” said Geoff Stenger, a senior vice president at
healthcare consulting firm Kaufman Hall & Associates.

Late Friday, Optum announced that it will begin providing financial support to
healthcare providers through its Optum Financial Services unit. The company
said that assistance will be based on its calculations of average weekly
payments. The loans will be fee- and interest-free, and will have to be paid back

later, the company said.

BlueSleep, a New York-based sleep apnea specialist with around 40 employees,
hasn’t been able to process any claims since the start of the disruption, said
director Dr. Jordan Stern. He is worried about making payroll, and even more
about longer-term resources.

“We don’t have more than two weeks’ worth of cash on hand, and we have a line
of credit that can last us a couple of weeks,” he said. Efforts to switch to some of

Change’s competitors have met with little success, as he has been told the
process would take at least three weeks.

“Tt’s a little scary,” he said.

Change has disclosed little about what happened. Its parent company,
UnitedHealth, in an initial filing to the Securities and Exchange Commission on
Feb. 22, attributed the hack to a “suspected nation-state associated cyber
security threat actor.” In a filing six days later, UnitedHealth blamed “cybercrime
threat actors,” and said in a statement it was a ransomware group known as
ALPHV. The group, in a post on the dark web, claims to have stolen six terabytes
of data on patients, including active-duty military personnel.

A spokesman for UnitedHealth provided copies of the company’s public
statements in response to a request for comment. Separately, UnitedHealth this



week became the target of an antitrust investigation by the U.S. Justice
Department.

Providers say one of the worst aspects of the situation is the uncertainty of when
it will be resolved. UnitedHealth said it has brought in cybersecurity companies
including Alphabet’s Mandiant and Palo Alto Networks to assist with recovery,
but hasn’t provided an estimated time for restoration.

Medical professionals also say that they have received little or no
communication from Change. Stern, the sleep clinic director, said there has been

“radio silence” from the company.

About 60 updates have been posted to Optum’s website since the start of the
outages on Feb. 21, largely repeating the same information about experiencing a
cyberattack and working on remediation. On Friday, the company said it had set
up a new version of Change Healthcare’s Rx ePrescribing service, which allows
retail pharmacies and vendors to communicate prescription information. Its
Clinical Exchange ePrescribing providers’ tools, which link healthcare providers
to pharmacies, are still down, it said.

Larger healthcare organizations say that they have the resources to weather the
storm for now, even as the backlog of prescriptions and other charges pile up.
Elie Bahou, the chief pharmacy officer at the Providence nonprofit healthcare
system, which manages 51 hospitals and around 1,000 clinics across seven states,

said he is focused on patient care first and will deal with the administrative work
when service is restored.

Still, Bahou, a former Optum executive, said he hasn’t seen an outage in
prescriptions billing of this scale or duration before. While claims managers
have gone down in the past, he said, such outages usually have lasted a few days
and haven’t affected as many organizations.

“This is the longest I’ve seen in my career, in 36 years, and when they come back
up, we’ve got a lot of catch-up work,” he said.

Pharmacies will have to deal with
other financial fallout from the
Change outages. A number of state



health agencies, concerned about the
ability of high-risk patients to access
lifesaving medication, have advised
pharmacies to provide a 30-day
supply of medication at no cost to
Medicaid members.

Utah’s Department of Health and
Human Services said it has created a
system that will ensure pharmacies
are reimbursed within a week, in an
attempt to ease the cash crunch.

«I served as a pharmacy director for anumber of years, and I, from a personal
perspective, appreciated how challenging this would be,” said Jen Strohecker,
Medicaid director at Utah DHSS.

For some practices, even waiting another week could be too long. At the Center
for Child Development, a mental-health practice in Newark, Del.,, that primarily
serves children and adolescents, the situation is becoming critical.

“If somebody doesn’t step in, we’re going to close,” said Lisa Savage, the
organization’s chief executive who said it relies completely on insurance claims

for revenue.

Savage said she would hold an emergency meeting on Friday with other
members of management to decide whether they will be able to pay their
roughly 100 employees next week. The average payroll for her employees totals
around $150,000 each pay cycle, she said, adding that many of them live
paycheck to paycheck. “I wouldn’t blame my people for not working because
they’re not getting paid,” she said.

Kaufman Hall’s Stenger warned that even when systems are restored, the claims
backlog will bring more delays. Banks might also be flooded with paper checks
and other records, which will take a toll on their infrastructure, and payers will
need to ensure they have adequate reserves to meet the enormous volume of
bills they will face.



“None of the people that we’ve talked to have said that the spigot turns right
back on,” he said.

At Equine Healing, clinicians canceled all therapy appointments Thursday to
work on submitting claims manually at the web portals of individual insurers,
Fenton said.

That night, she had to furlough staff. They have applied for unemployment and
say they will volunteer to provide care to the center’s patients. Tears welled as

she described the conversation.

“To have to sit them all down and tell them that their passion and work in
helping people doesn’t matter, that you are probably going to struggle to buy
food this week...,” she said, her voice trailing.

Write to James Rundle at james.rundle@wsj.com, Catherine Stupp at
catherine.stupp@wsj.com and Kim S. Nash at kim.nash@wsj.com




